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Abstract - One of the key concepts emerging in today’s maakedss the globe is Internet of Things (loT). It
aims to connect everything in our world under a @mm infrastructure. The actual core strength of ¢cofcept

is the high influence it has to everyday life bgating new dimension to the world, like InternehisTpaper
deals with the concept of 10T Ecosystem, workinipgple, applications, different internet termscealeration,
approaching, technology, hardware, software, agchite, challenges, business models, future diestioS
and platforms. This paper actually sets the boyndfaloT and assists the following objectives,

» For readers, this paper gives some insights abeuofl system at a broader level

» For researchers, it directs you the place whenmethee research potentials

Index Terms —Internet of Things, 10T, Applications, OS, Platfor

1. INTRODUCTION Due to low cost, highly capable sensors and adwance
in wired, wireless communication technology and
The Internet of Things is a concept where everydayetwork protocols that permit us to better connect
objects can be equipped with identifying, sensinggensors to the Internet, so it makes large diffsgen
networking and processingcapabilities i.e, the today. But the term IoT has been in use sinceatgel
objects are equipped with microcontroller sensor  scale adoption of RFID began a decade ago. This is
devices and various software application and suitable why the potential for business transformation is
protocol stack enable them to talk to other objects. It immense. [2]
allows them to communicate with one another and
with other devices and services over the Interpet tl.1. A new ecosystem
accomplish some objective. This concept which & th
outcome of merged field of computer science andihe advent of the IoT will create a plethora of
electronics. In general, 0T can be described asi@novative applications and services, which will
combination of Sensors, Connectivity, People andnhance quality of life and reduce inequalitiesIsthi
Processes. Especially with the help of sensors apgoviding new revenue opportunities for a host of
devices, a close connection is established betweenterprising businesses.
things, humans, the cyber world and the physical
world. 10T combines smart devices with smartThe development of the 10T will occur within a new
services to create compound application. Objectscosystem that will be driven by a number of key
become ‘smart’ by embedding technology such gslayers. These players have to operate within a
sensors, software or internet connections. loTveedi  constantly evolving economic and legal system, tvhic
on demand real-time services and assists in saviegtablishes a framework for their endeavors.
time, resources and even manpower. The range of I0Nlevertheless, the human being should remain at the
components in complexity, from simple identificatio core of the overall vision, as his or her needs kél
tags to complex machine-to-machine communicatiompivotal to future innovation in this area. Indeed,
Integration of device and sensor data with big dataechnology and markets cannot exist independently
analytics and other enterprise applications is e cofrom the over-arching principles of a social anicsl
concept behind the emerging 10T. [1, 2, 3,7, 10,1  system. The loT will have a broad impact on many of
the processes that characterize our daily lives,
Networked  traffic  cameras, radio-frequencyinfluencing our behavior and even our values. [4]
identification tagging of shipments in the suppham
location tracking devices to find our car keys, o¢en 1.2. How | oT Works
monitoring of temperature and activity in our home
are well-established examples. This loT technolog
transforms agriculture, industry, energy production
and distribution by increasing the availability of
information along the value chain of productionngsi
networked sensors. It also promises to transformyma
aspects of the way we live. [9, 10]

elow figure illustrates basic principle.
SENSORS-> NETWORKS - DATA - APPS

Figure 1: Basic Principle
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Sensors can be relative humidity, temperatureetworked vehicles, intelligent traffic systems and
barometric pressure, distance, irradiance and ligeensors embedded in roads and bridges move us close
color. to the idea of “smart cities”, which help minimize
congestion and energy consumption
Many objects and devices need separate recognizable
identity or address, thus enabling more categarfes Consumer appliance: New loT products like
things to be connected to the Internet and to edleér  Internet-enabled appliances, home automation
and be locatable. components and energy management devices are
moving us toward a vision of the “smart home”,
The objects then become capable of sensing agtivitywhich offers more security and energy efficiency
collecting data, exchanging this & connection with
other connected objects, devices, users, smartphoried. Differences
and remote information systems, via the Internet,
mobile phone networks, Wi-Fi or Bluetooth. Table 1. Tol, M2M & loE
Descriptions [6, 7, 8] |

The trend is to stop hosting websi
on dedicated Web servers; Instead
put them on more flexible an
scalable cloud-computing clusters;

Such techniques are custom-made
and require a lot of development and

maintenance; Because these services
only provide connectivity for thing

Terms

At this stage, application platforms, devige
manufacturers or cloud-based data analytics provide
to run analytics on the data collected, design
automated responses or link up to other data sets|a
analyses. [11]

Internet for

1.3. Applications of 10T in Different Industries Things or

This concept provides immense opportunities whi
enable organizations in every industry to offer ng
services. [2, 9]

Utilities: Consumers connected to the smart netw
have seen significant cost and resource savings

cfihings on
vinternet (Tol)

Drk

the overall approach is called the
Internet for Things or Things o
Internet (Tol). But in 10T, device
talk directly to each other, make joint

decisions and exchange data between
devices without the need for the

cloud or servers.

Manufacturing: Reduced field support costs, low

M2M solutions typically rely o

breakdo_wns, improvegl op_erational efficiency, thima point-to-point communications using
sch_ed_ullng of productlon lines, a_nomaly detectiod 3 Machine to embedded hardware modules &and
emission detect, improved quality and lower ENe¥1achine either cellular or wired networks. But
cost (M2M) loT solutions rely on IP-based
. . networks to interface device data to a

Healthcare: Lolwgr c%s_t of care, improved patient cloud or middleware platform.
outcomes, real-time disease management, improved - . L
quality of life for patients; other personal loTvites :joalfa (]:ac)nu(jr trﬂilggi'bﬁfdc;plc?r; tggogf IS;T
like wearable fitness and health monitoring deviges (one’ pillar: things); In addition, ok
and network enabled medical devices are transfarminnternet of further ad.vances ,the ' f N

; : ) : power of the
the way healthcare services are delivered; thisverything Internet to improve business and
technology promises to be beneficial for peoplenwit(I0E) industry outcomes, and ultimately
disabilities and the elderly, enabling improvedelsv make people’s Iives: better by addihg
of independence and quality of life at a reasonaple to the progress of IoT.

cost

. . . 1
Insurance: Creation of newer insurance models such

as dynamic premium pricing based on condition

0¥ears)

5. Acceleration of 10T (especially in the last few

property and premium pricing based on usage A combination of factors has made it feasible bath

terms of economical and technical to connect more
and more devices and systems to a much wider, open
Hetwork, giving rise to a rapid growth in loT
%chnology over the last five to seven years [11]:
 Wi-Fi and broadband connectivity are now much
more widely available; More things and
computers can come online due the emergence of

Consumer goods & retail: Creation of novel value-
added applications for the customer, like alerts o
expiry dates, avatars to check products virtuall
targeted advertising

Transportation: Improved service levels, lower costs
and lower carbon footprint; 0T systems like
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the IPv6 protocol22; Growing usage is 40% of thehings themselves can further enhance the power of
world’s population; ‘The cloud’ or decentralisedthe network by devolving information processing
storage capacity is growing rapidly and at a muchapabilities to the edges of the network.
lower cost than previous hardrive solutions Step 3: Advances in miniaturization and

« Sensor technology has become mor@anotechnology mean that smaller and smaller things
sophisticated, requires less space, less power il have the ability to interact and connect.
lower costs, making it cheap enough to deploy in
almost any location or to be pre-installed intoA combination of all of these developments willates
devices; Attainability of larger sensors or disglayan loT. It connects the world's objects in both a
due to the improvement of battery technology asensory and an intelligent manner. [4]
all the time

e Data handling technology makes is able to absoib1.1. Hardware
process and analyse the massive amounts of
sensor-generated data at affordable cost; Costs fay RFID
mobile devices, bandwidth and data processin

have declined as much as 97% over the last t ID is_ an important enabling and shor.t range
years; Investment confidence — after years Sfommunication technology for the loT. It is used

anticipation, these converging conditions have IeH]"’}'.nly for _trackmg and tracing obJ_ects. It pro e
to a growth in investment in the 10T sector ability to link all manner of inanimate objects rino

our daily life. A RFID tag communicates with an

— RFID reader via radio-frequency electromagnetic
2. APPROACHING oT (also Navigating) fields. Tags may contain different forms of datat b
| TECHNOLOGY | the data form most commonly used for loT
¥ applications is the Electronic Product Code, or EPC
| APPLICATIONS | An EPC is a universally unique identifier for an
object. These unique identifiers ensure that object
v tracked with RFID tags have individual identitigs i
| CHALLENGES | the IoT. [3, 10]
v
| BUSINESS MODEL! | B) NFC
v NFC is evolved from RFID, a short-range
| FUTURE DIRECTION | communication standard and low-power wireless way
to transfer small amounts of data between devites.
Figure 2: Approaching loT devices are able to engage in radio communication

with one another when touched together or brought
into close proximity to one another. Each NFC tag
contains a Unique Identification (UID) that is
'associated with the tag. The NFC technology is
frequently integrated into smart phones which dile a
'to exchange data with one another when brought

2.1. Technology

loT Technology: It is classified into Hardware
Software and Architecture.

« Hardware: RFID, NFC, Sensor Networks

. ég:cltj\,?;?res. Middleware. Search/Browsina. Dat together. NFC devices are also able to make
Processiﬁg ’ 9 Sonnections with passive, unpowered NFC tags that

e Architecture: Hardware / Network Architectures,are attached to objects. [3, 10]

Software Architectures, Process Architecturesc) Sensor Networks
General

Sensors are devices that monitor characteristitheof
environment or other objects such as temperature,
Step 1: In order to connect everyday objects anumidity, movement and quantity. When multiple
devices to large databases and networks and intdeedsensors are used together and interact, they are
the internet, the item identification is cruciahenh referred to as a wireless sensor network (WSN). It
only data about things be collected and processeehntains the sensors themselves and may also contai
Radio-frequency identification (RFID) offers thisgateways that collect data from the sensors anslipas
functionality. on to a server. Wireless sensors are different from
Step 2: Data collection will benefit from the atyilio RFID technologies in that they measure featuresuof
detect changes in the physical status of thingsgus physical environment, such as pressure, heat and
sensor technologies; embedded intelligence in tHeumidity.

Following three steps to be consider.
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While sensors “sense” the state of an environroent loT browser should be capable of identifying smart
object, actuators perform actions to affect thebjects, discovering their services and interactiit
environment or object in some way. Actuators cathose objects. 10T search engine should capable of
affect the environment by emitting sound, lightlica searching the rapidly changing information generate
waves or even smells. These capabilities are orye why loT-enabled objects. Because the current brawvser
that loT objects can communicate with peopleand search engines are designed to display and inde
Actuators are frequently used in combination withrelatively stable web content. However, objectshia
sensors to produce sensor-actuator networks. Teis, IoT will be mobile, dynamic and will generate
combination of sensors and actuators can enabieassive amounts of frequently changing information.
objects to simultaneously be aware of theiHence, there is a need for new loT browser. [3]
environment and interact with people, both goals of

the loT. [3, 10] C) Data Processing

Data processing in the 10T can take place in aewari
of ways ranging from locally, on the device itsed,

It converts information or energy from sensors intsemotely, with information being sent for procesgsin
action by transmitting it to another power mechamis to centralized servers elsewhere. When machines
or system, such as heating or cooling a room. Noommunicate directly with other machines, a device
human intervention need be involved in the decisiortollects information by means of a sensor. The mens
making process. [10] then uses a radio transmitter to send the data aver
network. The network can be either wired or wirgles
Wireless networks can be cellular, satellite, Wifdi
2.1.2. Software wide range communication, or Bluetooth, ZigBee and
While the 10T may rely upon the existing hardwareRFID for short range communication. Once the data
infrastructure to a large extent, new software niest arrives at its destination, it can be analyzed acted
written to support the interoperability betweenupon by either another device or a human being. [10
numerous heterogeneous devices and searching the

data generated by them. 2.1.3. Architecture

D) Actuators

. Architectures are needed to represent, organize and
A) Middleware structure the 10T in a way that enables it to fiorct
The 10T will include vast numbers of heterogeneousffectively. ~ In  particular,  the  distributed,
devices generating enormous quantities of variableeterogeneous nature of the loT requires the
data. The loT middleware sits between the IloBRpplication of hardware/network, software and pssce
hardware and data and the applications that degedop architectures capable of supporting these devibes,
create to exploit the 1oT. Thus, IoT middlewarepsel services and the work flows they will affect.

bring together a multitude of devices and datawag

that enables developers to create and deploy n&w Ién general, there is no agreement on a single
services without having to write different code forarchitecture that best fits the IoT. A number dictes
each kind of device or data format.e, loT proposed various conceptual architecture designs,
middleware is software that serves as an interface  while others proposed criteria for the assessmént o
between  components  of  theloT, making proposed architectures as well as a conceptual
communication possible among elements that would  architecture to meet the requirements of smartotdje
not otherwise be capable. Middleware connects [3]

different, often complex and already existing peogs

that were not originally designed to be connectd® A) Hardware / Network Architecture

essence of the 10T is making it possible for jusbu .
. . A number of hardware / network architectures have
anything (any Thing) to be connected and t L .
. : : een proposed to support the distributed computing
communicate data over a network. Middleware is part_". . .
) : o environments required by the I0T. These architestur
of the architecture enabling connectivity for huge .
. . - —Yinclude peer-to-peer, EPCglobal and autonomic. The
numbers of diverse Things by providing a connettivi . :
7. _yarying architectures that may be used to suppert t
layer  for sensorsand also  for the application o . )
) . ~ 10T also highlight the importance of the issue of
layers that provide servicesthat ensure effective s
C Standardization.
communications among software. More
comprehensive [0T platforms include middleware
along with sensors and networking components. [B) Software Architecture

12] Software architectures are necessary to providesacc

B) Searching/Browsing to and enable the sharing of services offered Ay lo
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devices. In particular, service oriented architeetu As more and more objects become traceable through

(SOA) and the representational state transfer (RESTOT, threats to personal privacy become more seriou
model are frequently proposed for 10T use due ¢irth In addition to securing data to make sure that it

focus on services and flexibility. doesn’t fall into the wrong hands, issues of data
ownership need to be addressed in order to enkate t
C) Process Architecture users feel comfortable participating in the 10T heT

loT creates unique challenges to privacy, many gbat
eyond the data privacy issues that currently exist

Such of this stems from integrating devices inta ou

environments without us consciously using them.

The IoT will certainly affect business processe
Process architectures are necessary to effectiv
structure the business processes that will incatpor
the 10T. In particular, researchers have looketcat

to structure workflows to support the pervasiv

... . . .
. . This is becoming more prevalent in consumer devices
computing environments.

such as tracking devices for phones and cars dsasel
smart televisions. In terms of the latter, voice
recognition or vision features are being integrdted

. o .can continuously listen to conversations or wath f
Th? domain Of. the_apphcaﬂon_aregs for th.e. loT Iactivity and selectively transmit that data to aud
limited pnly_ by Imagination at this point. Appllmglps service for processing, which sometimes includes a
of 10T in dlffer_ent industries are already mention third party. The collection of this information eoges
the above section 1.3. legal and regulatory challenges facing data priect
and privacy law.

2.2. Applications

2.3. Challenges

he chall tacing th ¢ th _In addition, many IoT scenarios involve device
The challenges facing the emergence of the loT “deployments and data collection activities with

_rlllrj]merois.”They are ;et;:hmcal, SOC'QI ar:jd Ff{racuc“multinational or global scope that cross social and
ese challenges must be overcome in order to @ns . ,icural boundaries.

loT adoption and diffusion. [2, 3, 16, 17]
: C) Legal / Accountabilit

A) Security ) Leg y

L . . The 10T will create new legal challenges that nhest
Sec.urlty IS an .essenu_al pillar of the InternetT lo.addressed. In particular, governance of a global
devices are typically wireless and may be located osq e jike the 10T should not be dictated bingle
public places. Wireless communication in today'yon. Rather, a broad-based stakeholder appraach t
Internet_ IS typlcal!y F“ade more  secure t_hroug overnance is necessary. Thus, a shared governance
encryption, Encryptlo_n is also seen as key to 8NSUN structure for the loT that includes all relevant
|nforhmat|on slecu_n;y in thedloT.bTo eng\ble encr;;gn_ stakeholders is needed. In addition to establishing
ondt el loT, algorithms need to be ma:j € r?fprg € Cl'(e overnance, global accountability and enforcememt a
and less energy consuming and efficient Kejacessary. Accountability tends to improve the

distribution  schemes are qeeded. Increasing tI?eellfectiveness of governance through the threat of
number of connected devices increases the opptyrtuni, tions.

to exploit security vulnerabilities, as do poorly
designed devices, which can expose user data fio ﬂ-l:ike privacy, there are a wide range of regulatang
by leaving data streams inadequately protectedirandIegal questions surrounding the loT, which need
some cases people’s (implanted, Internet-enablthoughtful consideration '

medical devices and hackable cars) can be pulat ri ’

Legal issues with 10T devices include cross-border
data flow; conflict between law enforcement
surveillance and civil rights; data retention and
destruction policies; and legal liability for unémded
uses, security breaches or privacy lapses. Further,
technology is advancing much more rapidly than the
' associated policy and regulatory environments.

Many loT deployments will also consist of collecto
of identical or near identical devices. This
homogeneity magnifies the potential impact of an
single security vulnerability by the sheer numbér ¢
devices that all have the same characteristicsieEd
with these and many other unique challenges
collaborative approach to security will be needeat.
many users, they will ultimately need to consider t
cost vs. security trade-offs associated with masates
deployment of 10T devices.

Regulatory analysis of loT devices is increasingly
being viewed from a general, technology-neutral
perspective legal lens, which seeks to preventiuofa

. deceptive practices against consumers.
B) Privacy P P 9
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D) Standards of sensor devices from different vendors, which are

Lack of standards and documented best practices hay oo enabled and need to be monitored continuious|

a greater impact than just limiting the potentilal M real time. As many vendors do not support any
: . : standards in their products, there are sure to be
devices. Without standards to guide manufacturers G
. ; iteroperability issues.
developers sometimes design products that oparate i
disruptive ways on the Internet without much regard
their impact. If poorly designed and configuredghsu
devices can have negative consequences for
networking resources they connect to and the broad
Internet.

) Integration of data from multiple sources

en deploy an loT application, streams of datafro
ifferent sources such as sensors, contextualfaata
mobile device information, social network feeds and
A lot of this comes down to cost constraints anel thother web resources. It is important to note tlhmat_t

. semantics of the data must be part of the dat# itse
need to develop a product for release quicker than . o o
competitors and not locked up within the application logic in

different application silos.

Add to this the difficulties with managing and
configuring larger numbers of IoT devices, the nee

for thoughtful design and standardization ofP the busi ¢ th le. dataol
configuration tools, methods, and interfaces, cedpl repare the business to manage the scale, datas/olu

with the adoption of IPv6, will be essential in theand velocity Qf loT applicatiqns. As the number of

future. users and de\_/lces scale, so will the amount of tthatta _

needs to be ingested, stored and analyzed. Thegn, Bi

E Data problem, standard architectures and platforms

) 10T Strategy . . )
may be inadequate. Also, where stringent real-time

Many of these large companies haven't yet defineperformance is required, network and applicatimelle

their roles in the IoT. From the big companies thdatencies may be a problem.

currently supply a significant amount of network

hardware to the world, to cellular operators; theise  K) Flexibility and evolution of applications

players will invest a lot of time and money toward

finding their niches in the loT market. It will be Sensors and devices are evolving with new and

important for these companies to understand whahproved capabilities. This will result in creatiaf

customers want out of IoT - the companies thattéil new analytics techniques, algorithms, new use cases

do this will have to either revisit their strategier risk and business models. Then, apps will need to quickl

getting left behind. develop with minimal effort. Need ecosystems and

platforms that enable and sustain this.

a) Scale, data volume and performance

F) Startup Challenges

There are tons of startups in the 10T space. Thase L) Data privacy

been a lot of hype in the market in the last fewarge

The current investment climate has made raisind good bit of data collected from devices will be
capital fairly easy for many companies. These sp@t sensitive personal data that must be protected from
will really need to start showing their value. Som&inauthorized access and used only for the specific
acquisitions from bigger companies are trying tsfpu purpose for which the user has allowed that dataeto
their way into the IloT space. Probably someollected. Users have to be provided with necessary
companies disappear if they can't figure out how t@ools that enable them to define the policies for
take the next steps for growth. sharing their personal data with authorized persons
G) Device management and applications.
The number of sensors, gateways and devices will ng) Stakeholders

extremely large and they are going to be spread ove

large geographical areas - often in remote, inatisles  Another challenge, though not a technological dase,
and/or private locations. Ensuring that devices angat we will have to work with a number of
completely automated and remotely manageable issgakeholders. 10T works in a complex ecosystem and
challenge. an end-to-end loT application touches several
technologies, engineering activities and othertiesti
Our maturity as a collaborative player becomes
and distributioﬁigni_ﬁcant' as we nged to work with diﬁgrgnt typm‘_
entities and organizations such as silicon chipset

H) Device diversity and interoperability

The generation, transmission
functions in a complex network require differerpeg
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vendors, embedded boards and device vendors, Id€velopment organizations, national research cgntre

platform providers, communication service providersservice providers, network operators and lead users

system integrators, app developers, industry aéan

as well as niche technology companies and start-upsChanging business strategies is the name of the,gam
in particular in the retail, automotive and

N) Standardization telecommunication industries. Firms are embracing
the underlying technologies of the 0T to optimize

Many connected product developers have to move their internal processes, expand their traditional

different platforms due to 2G cellular is phased oumarkets and diversify into new businesses. [4]

across the globe. This can be very labor intenaive

times and cost prohibitive. This issue has causetes 252 \Why Companies have been slow in adopting |oT

major traditional cell carriers and infrastructure

providers to begin fighting over the establishment Tne 0T creates significant technical challenges:
an loT standard. LTE-M and LTE-NB have emergeq Existing IT Infrastructure is not suited to manage

as potential candidates. rapidly growing volumes of Sensor Data
. » Organization\s lack real-time data analytics
2.4. Business Models tecghnologies critical to drawing insights from IyoT
Changes in technology clearly require changes m The IoT magnifies data security and privacy
business models. The loT will certainly drive the challenges
development of new business models that capitalize
on its pervasiveness and ubiquity. [3] Any bold new idea that promises to transform thg wa
organizations operate is bound to come with as many
The value chain is perhaps the most important @gfart potential challenges and risks as opportunities and
the business model. It defines how the service benefits. The impact of IoT on a company’s business
delivered. 10T has a very complex value chain due loperations goes far beyond previous technology
the fact it impacts a large number of processeg Tlinnovations. Unlike past shifts in computing that
large opportunity also means multiple stakeholderprimarily affected the way software and systemsewer
who would need to work together to deliver on thdeployed to support internal business functiong, lo
promise of loT. calls on every department within an organization to

There are five key groups of players, viz., devimrethmk how they design, develop, sell, support

roviders. operators. platform  oproviders. s Stemproducts and services being delivered to their
P ;0P P P  SY .customers. This raises a myriad of technical,

integrators and application providers. Each of thloperational and ethical questions about security,

group would have various companies depending cprivacy data governance, monetization and other
the target industry. Each of the players bringgjuei critical issues. [5, 14]

strength to further the IoT but not everyone isamn

equal footing. 2.5.3. Organizations Need New ill Sets across a
Range of Functions:

2.5. Future Directions

Since the 10T has not yet been realized, it migens * Organi;ations Iack_capabilities in Developing and
precocious to forecast the future directions of IGTE Marketing loT Services

However, future visions of the loT will affect its® Sales Force is not equipped to sell IoT Services
current development and must therefore be 10T places new demands on Customer Support
considered. Future vision that involves integrating Capabilities

even more devices into the 10T is the Internet ahd:

Things. [3] The IloT is in the midst of an explosion, as
more connected devices proliferate. But there's not
2.5.1. Market Opportunities enough talent with the right skills to manage and

execute on loT projects. In fact, insufficient fitaf

The technologies of the loT offer immense poteritial @nd lack of expertise is the top-cited barrier for
consumers, manufacturers and firms. However, fiorganizations currently looking to implement and
these ground-breaking innovations to grow from ideIoeneflt from loT.

to specific product or application for the mass kagr

a difficult process of commercialization is requdire
involving a wide array of players including stardiar

Tech companies around the globe are getting
organized and creating loT strategies, but where
they're struggling is they don't have the processeb
talent in-house to make these things happen.
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Emphasizing the lack of needed skills within that provides a high degree pf
organizations, one third of IT projects requireeeral modularity for 0T devices. This OS5
support from vendors and other third party resarce also have built in multithreaded
This only lends to business low confidence in their support which manage devices
ability to properly and effectively adopt the loT. resources more efficiently.
Without the right talent, taking on a project ag bs It is based on the lower levels of
IoT adoption can be daunting at best. [5, 15] Android which can run on minimal
system requirements. It offers |a
3. OVERVIEW OF OPERATING SYSTEM FOR protocol for synchronizing data
loT Brillo between devices called Weave. Wjth
weave a Brillo device can talk to
loT includes wide range of machines from sensors each other and cloud and also able to
powered by microcontrollers to other devices and identify other devices such as
sensors powered by processors which has similar android phone on the Internet.

capability as we have those in smart phones. Aemor
and more devices are getting connected to 10T tl4, PLATFORM FOR loT
need for operating services are also increasing. T
traditional operating system and OS for sens(Collecting data from sensor devices and sendirtg it

network cannot fulfill diverse requirement of thecloud server for processing and store it for futuse
devices connected to IoT. The devices in 10T ne@ed is one of the major task of the IoT system. Fos thi

be up and connected to network and other devides purpose a cloud server must be loaded with services
the time in order to transmit and receive real-timwhich communicate with such devices and offer data
data. For such a Real-Time Operating System management, application development and other data

required which can manage low energy devices whirelated services. Following are some of the platfor
can run continuously for a year or more on AA bigtte which enable user to build such services. [1]
or other low powered sources. Currently many

operating systems for 10T are in use which supports

Table 3. Types of IoT Platforms (to mention few)

many devices. [1] Platforms Descriptions
It enables users to connect their
Table 2. Types of IoT OS (to mention few) devices to IoT and help manage
connected things. It offers secure,
os Descriptions Xively scalable and reliable connectivity. (It
It is an open source operating system, also helps in building business
connects tiny low-cost, low-pows applications and data processipg

microcontrollers to the Internet. services.

Contiki provides fast and easy development. Kaa servers provide data
It supports wide range of platfor management, integration,
and can be easily ported to ne visualization and many other data
platform. Kaa related services. Kaa Data Processing
It is especially designed to run in lo services helps in collecting data from
cost energy environment. The ( the connected devices which is gne

mbed OS provides connectivity, security ar of the crucial task in the loT world.
device management functionaliti¢) It enables users to deploy and
required by loT devices. manage hybrid applications which
It is for low-power wireless device$ can be on public, personal and lo¢al
such as those used in senspr Bluemix instances. It helps users |to

TinyOS networks, ubiquitous computing, IBM Bluemix | integrate application and system
personal area networks, smart running elsewhere via secure
buildings and smart meters. environment and share and
It is the real-time operating system synchronize data and to create gand
for the embedded devices used ||n expose enterprise APIs.

puC/OS :

(MicroC/OS) IoT. It supports .W|de range It a_lllows user to coIIecF data from
microcontroller devices and designgd various devices, store it and build
for low energy devices. Carriots power applications using SDK
It is designed for energy efficienqy engine and deploy and scale services

RIOT and supports hardware independgnt to variety of devices.
development. RIOT is the only O$ Nimbits It allows users to store sensor datd on
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cloud. Nimbits Server enables usg¢rd10]The Internet of Things: An introduction to privacy
to record, store and process data from issues with a focus on the retail and home
IoT sensor devices and defines gnd  environments, Policy & Research Group, Canada,
executes business rules. It enables Feb 2016

user to control, manage and monitof11]The Internet of Things and challenges for

10T devices from cloud. consumer protection, Consumers International,

April 2016

5. CONCLUSION [12]10T middleware (Internet of Things middleware),
loT Agenda

Future will be many more connected objects pdd3]internet of Things - Business Model, Telecom

person. Although 10T technology is in initial stalget Circle

it will transform future and the way we live so@o, [14]l0T Adoption Has Been Slower Than Expected -

it is a technology for future. Just like smart pésn Here’s Why, Dataversity

have made a big change in the way we communicatk5]Business leaders lack confidence in loT

and deliver information with the help of large nwenb technology, CIO from IDG

of application available. Since loT offers vastaag [16]5 Challenges of the Internet of Things, APNIC,
research in many fields, so this paper will help Oct2015

researchers to understand the boundary of 10T and [€7]Critical Internet of Things Challenges You'll See
identify potential research areas. Like internes ha  in 2016, Link Labs, Nov 2015

transformed businesses and lifestyles in the veeshty
years, loT will disrupt our organization’s relatginp
with its stakeholders. 10T can help us to innovater
processes and initiatives to increase our organizat
business performance and create customer delidgint w
new products and services.
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